
Northeast Utilities/ International 

Utilities Revenue Protection 

Association Conference 

 

September 22, 2011 

New York State Division of Homeland 

Security & Emergency Services 

Office of Counter Terrorism 



2 

New York State Division of 

Homeland Security & Emergency 

Services (DHSES)  

DHSES established in July 2010 through a merger of 

several of the State’s public safety agencies.  
 

 Office of Counter Terrorism (formerly OHS) 

 Office of Emergency Management (formerly SEMO) 

 Office of Cyber Security (formerly CSCIC) 

 Office of Fire Prevention and Control 

 Office of Interoperable and Emergency 

Communications (NEW) 

 

 



What are we preparing for? 

Natural Disaster (Hurricane/ Winter Storm) 

Man-Made (Accidental) (Train Crash/ Haz-Mat) 

Terrorism (Intentional) (9-11/ Explosives) 

“All – Hazards” Approach 

– ICS, NIMS 

– Training & Exercises  

Level 1 – Level 5 Incidents  
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Office of Counter Terrorism  

Mission: To support federal, state, local, tribal 

and private sector efforts to Prevent, Protect 

against and Prepare for acts and threats of 

terrorism 
 

Not a law enforcement agency, but we work very 

closely with NYS State Police and other federal, 

state, local and tribal LE and public safety 

agencies 

 



What is Terrorism? 

Definitions vary; typically include political 

motives and causing fear 

NYS Penal Law § 490.05 – An “act of 

terrorism” includes an offense intended to: 

• Intimidate or coerce a civilian population; 

• Influence the policy of a unit of government by 

intimidation or coercion; or 

• Affect the conduct of a unit of government by 

murder, assassination or kidnapping 

 



A Changed Nation 



What is the 

threat? 

International 

Sleeper Cells 

Independent  

Homegrown (Domestic) 

– Special interest groups 

– ELF, ALF 

Lone Offender 
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CRITICAL 

INFRASTRUCTURE & 

KEY RESOURCES 
 

  Systems, Assets, Places or Things 

 

Whether physical or virtual so vital to the state that 

the disruption, incapacitation or destruction of such  

could jeopardize the health, safety, welfare or 

security of the State, its residents or its economy 

 

 

National/State 

Monuments 

Nuclear Power 

Plants 

Water 
Information Technology Emergency Services 

Defense Industrial 

Base 

Government and 

Commercial 

Facilities 

Public Health 

Dams 
Telecommunications Transportation Energy 

Banking and 

Finance 

Chemical and 

Hazardous Materials 

Postal and Shipping 

http://images.google.com/imgres?imgurl=http://www.ci.bloomer.wi.us/images/DSC00010.jpg&imgrefurl=http://www.ci.bloomer.wi.us/emer.htm&h=480&w=640&sz=58&hl=en&start=12&um=1&tbnid=BG_C9tj9SI1V6M:&tbnh=103&tbnw=137&prev=/images?q=Emergency+Services&svnum=10&um=1&hl=en&rlz=1T4ADBF_enUS220US220
http://images.google.com/imgres?imgurl=http://www.phoenixmasonry.org/masonicmuseum/images/statue_of_liberty.jpg&imgrefurl=http://www.phoenixmasonry.org/masonicmuseum/statue_of_liberty.htm&h=556&w=585&sz=87&hl=en&start=2&um=1&tbnid=Ntgtl3jaN21X-M:&tbnh=128&tbnw=135&prev=/images?q=Statue+of+Liberty&svnum=10&um=1&hl=en&rlz=1T4ADBF_enUS220US220
http://images.google.com/imgres?imgurl=http://www.world-guides.com/images/new_york/new_york_chrysler2.jpg&imgrefurl=http://www.new-york.world-guides.com/monuments_landmarks.html&h=236&w=170&sz=6&hl=en&start=8&um=1&tbnid=d4zlLYFL18LHKM:&tbnh=109&tbnw=79&prev=/images?q=Monuments+NYC&svnum=10&um=1&hl=en&rlz=1T4ADBF_enUS220US220
http://images.google.com/imgres?imgurl=http://www.music.indiana.edu/mits/images/laptop2.gif&imgrefurl=http://www.music.indiana.edu/mits/index.shtml&h=395&w=600&sz=122&hl=en&start=14&um=1&tbnid=0n-pw6irriZ-MM:&tbnh=89&tbnw=135&prev=/images?q=information+technology&svnum=10&um=1&hl=en&rlz=1T4ADBF_enUS220US220
http://images.google.com/imgres?imgurl=http://www.altigen.com/images/large_IP-705.jpg&imgrefurl=http://www.altigen.com/phone-systems.html&h=340&w=500&sz=45&hl=en&start=1&um=1&tbnid=ewJLkATEUQZmUM:&tbnh=88&tbnw=130&prev=/images?q=phone&svnum=10&um=1&hl=en&rlz=1T4ADBF_enUS220US220
http://images.google.com/imgres?imgurl=http://www.maricopa.gov/ENVSVC/WATER/DRINK/8Plant2sedimentatinbasins.JPG&imgrefurl=http://www.maricopa.gov/ENVSVC/WATER/DRINKING.ASP&h=1200&w=1600&sz=393&hl=en&start=24&um=1&tbnid=_pXJ3vAfL4Hr1M:&tbnh=113&tbnw=150&prev=/images?q=water+treatment&start=18&ndsp=18&svnum=10&um=1&hl=en&rlz=1T4ADBF_enUS220US220&sa=N
http://images.google.com/imgres?imgurl=http://www.ci.wilsonville.or.us/departments/pw/water/images/water_feature.jpg&imgrefurl=http://www.ci.wilsonville.or.us/departments/pw/water/wrwtp.htm&h=283&w=393&sz=33&hl=en&start=36&um=1&tbnid=DtwMLf0YcVSNvM:&tbnh=89&tbnw=124&prev=/images?q=water+treatment&start=18&ndsp=18&svnum=10&um=1&hl=en&rlz=1T4ADBF_enUS220US220&sa=N
http://images.google.com/imgres?imgurl=http://www.worldroom.com/images/bank_forexop.jpg&imgrefurl=http://www.worldroom.com/pages/wrnsl/banking/bank_forex.phtml&h=192&w=260&sz=8&hl=en&start=3&um=1&tbnid=ZP3cu34DWquf7M:&tbnh=83&tbnw=112&prev=/images?q=banking+and+finance&svnum=10&um=1&hl=en&rlz=1T4ADBF_enUS220US220
http://images.google.com/imgres?imgurl=http://www.buyusa.gov/harrisburg/20.jpg&imgrefurl=http://www.buyusa.gov/harrisburg/banking.html&h=251&w=189&sz=47&hl=en&start=13&um=1&tbnid=wanZ-neKigHm2M:&tbnh=111&tbnw=84&prev=/images?q=banking+and+finance&svnum=10&um=1&hl=en&rlz=1T4ADBF_enUS220US220
http://images.google.com/imgres?imgurl=http://www.cs.columbia.edu/~hgs/clipart/Transportation/roadrail/subway_nyc.gif&imgrefurl=http://www.cs.columbia.edu/~hgs/clipart/Transportation/roadrail/&h=243&w=374&sz=66&hl=en&start=2&um=1&tbnid=lNqYm85oDqfPjM:&tbnh=79&tbnw=122&prev=/images?q=subway+nyc&svnum=10&um=1&hl=en&rlz=1T4ADBF_enUS220US220
http://images.google.com/imgres?imgurl=http://www.pmthink.com/ExecutiveDashboard01.jpg&imgrefurl=http://www.pmthink.com/2005_11_20_blog.htm&h=525&w=375&sz=48&hl=en&start=48&um=1&tbnid=SqRwQgtpEIkiBM:&tbnh=132&tbnw=94&prev=/images?q=traffic+light&start=36&ndsp=18&svnum=10&um=1&hl=en&rlz=1T4ADBF_enUS220US220&sa=N
http://images.google.com/imgres?imgurl=http://www.hankstruckpictures.com/pix/trucks/misc_oregon/june2001/hvh_trans_phase2_pb.jpg&imgrefurl=http://www.hankstruckpictures.com/oregon_ta.htm&h=540&w=800&sz=165&hl=en&start=9&um=1&tbnid=IOAF4Eee4deASM:&tbnh=97&tbnw=143&prev=/images?q=tranportation&svnum=10&um=1&hl=en&rlz=1T4ADBF_enUS220US220&sa=G
http://images.google.com/imgres?imgurl=http://www.swdc.wa.gov.au/files/generic_sidebar/Energy.jpg&imgrefurl=http://www.swdc.wa.gov.au/web/Doing-Business/Infrastructure/Energy/?header=print&h=823&w=600&sz=251&hl=en&start=2&um=1&tbnid=X8OCDPaDMIIYzM:&tbnh=144&tbnw=105&prev=/images?q=energy&svnum=10&um=1&hl=en&rlz=1T4ADBF_enUS220US220
http://images.google.com/imgres?imgurl=http://www.bevex.ch/bilder/bevex-nuclear-power-plant.jpg&imgrefurl=http://www.appvoices.org/index.php?/frontporch/categories/C7/P45/&h=500&w=800&sz=55&hl=en&start=3&um=1&tbnid=90zaPuf2SW-A6M:&tbnh=89&tbnw=143&prev=/images?q=energy+plant&svnum=10&um=1&hl=en&rlz=1T4ADBF_enUS220US220
http://images.google.com/imgres?imgurl=http://www.ljgroup.com/products/images/telecommunications.jpg&imgrefurl=http://www.ljgroup.com/products/topic.asp?id=38&h=238&w=238&sz=14&hl=en&start=2&um=1&tbnid=gmAX7sJnEa9FRM:&tbnh=109&tbnw=109&prev=/images?q=Telecommunications&svnum=10&um=1&hl=en&rlz=1T4ADBF_enUS220US220
http://images.google.com/imgres?imgurl=http://home.speedfactory.net/cardwell/image/1890_wires.jpg&imgrefurl=http://home.speedfactory.net/cardwell/part1.html&h=371&w=307&sz=19&hl=en&start=33&um=1&tbnid=2gqHAG0zlCWnHM:&tbnh=122&tbnw=101&prev=/images?q=Phone+lines&start=18&ndsp=18&svnum=10&um=1&hl=en&rlz=1T4ADBF_enUS220US220&sa=N
http://images.google.com/imgres?imgurl=http://www.boinc.bakerlab.org/rosetta/rah_images/rah_server_large.jpg&imgrefurl=http://www.boinc.bakerlab.org/rosetta/rah_status.php&h=341&w=511&sz=109&hl=en&start=2&um=1&tbnid=j7dOFtetRB5REM:&tbnh=87&tbnw=131&prev=/images?q=Server&svnum=10&um=1&hl=en&rlz=1T4ADBF_enUS220US220
http://images.google.com/imgres?imgurl=http://www.jayski.com/schemes/2005/stuff/fire-truck-3b.jpg&imgrefurl=http://www.jayski.com/schemes/2005/firedept-mooreville.htm&h=380&w=600&sz=63&hl=en&start=1&um=1&tbnid=5lm4kJjgWrifkM:&tbnh=86&tbnw=135&prev=/images?q=Fire+Truck&svnum=10&um=1&hl=en&rlz=1T4ADBF_enUS220US220
http://images.google.com/imgres?imgurl=http://www.usconstitution.com/t054568a.jpg&imgrefurl=http://www.usconstitution.com/washingtondc.htm&h=340&w=470&sz=15&hl=en&start=3&um=1&tbnid=G9mo6MIsn93twM:&tbnh=93&tbnw=129&prev=/images?q=Washington+Monuments&svnum=10&um=1&hl=en&rlz=1T4ADBF_enUS220US220
http://images.google.com/imgres?imgurl=http://img.alibaba.com/photo/10653946/OEM_Notebook_Computer.jpg&imgrefurl=http://mobileoff.trustpass.alibaba.com/product/10653946/OEM_Notebook_Computer.html&h=1024&w=1039&sz=86&hl=en&start=2&um=1&tbnid=_Qt9QkgmLEPnLM:&tbnh=148&tbnw=150&prev=/images?q=computer&svnum=10&um=1&hl=en&rlz=1T4ADBF_enUS220US220
http://images.google.com/imgres?imgurl=http://www.arroyoseco.org/images/water_drop.jpg&imgrefurl=http://www.arroyoseco.org/waterquality06.htm&h=426&w=640&sz=35&hl=en&start=7&um=1&tbnid=5TB65Dhqp00D8M:&tbnh=91&tbnw=137&prev=/images?q=Water&svnum=10&um=1&hl=en&rlz=1T4ADBF_enUS220US220
http://images.google.com/imgres?imgurl=http://www.bidandask.org/images/wall-street.jpg&imgrefurl=http://www.bidandask.org/&h=324&w=432&sz=142&hl=en&start=1&um=1&tbnid=icUKhIRrg4KHqM:&tbnh=95&tbnw=126&prev=/images?q=wall+street&svnum=10&um=1&hl=en&rlz=1T4ADBF_enUS220US220
http://images.google.com/imgres?imgurl=http://msnbcmedia.msn.com/j/msnbc/Components/Photos/060621/060621_ups_hmed_12p.hmedium.jpg&imgrefurl=http://www.msnbc.msn.com/id/13464113/&h=263&w=423&sz=22&hl=en&start=1&um=1&tbnid=XOzC61U_SwuDMM:&tbnh=78&tbnw=126&prev=/images?q=ups+truck&svnum=10&um=1&hl=en&rlz=1T4ADBF_enUS220US220
http://images.google.com/imgres?imgurl=http://graphics8.nytimes.com/images/2007/04/30/business/plankton600.jpg&imgrefurl=http://www.nytimes.com/2007/05/01/business/01plankton.html?em&ex=1178164800&en=374551170014406e&ei=5087
&h=280&w=600&sz=33&hl=en&start=18&um=1&tbnid=0JbcvC7gmLC7aM:&tbnh=63&tbnw=135&prev=/images?q=energy&svnum=10&um=1&hl=en&rlz=1T4ADBF_enUS220US220&sa=G
http://images.google.com/imgres?imgurl=http://www.sandomenico.org/uploaded/photos/Library/energy_windmills_copenhagen.jpg&imgrefurl=http://www.sandomenico.org/page.cfm?p=438&h=533&w=800&sz=38&hl=en&start=19&um=1&tbnid=yRBys65rz9HZGM:&tbnh=95&tbnw=143&prev=/images?q=Energy+&start=18&ndsp=18&svnum=10&um=1&hl=en&rlz=1T4ADBF_enUS220US220&sa=N
http://images.google.com/imgres?imgurl=http://www.ornl.gov/info/ornlreview/v35_2_02/graphics/p21a.jpg&imgrefurl=http://www.ornl.gov/info/ornlreview/v35_2_02/responding.shtml&h=342&w=324&sz=20&hl=en&start=1&um=1&tbnid=_V2c5UF3gSKi7M:&tbnh=120&tbnw=114&prev=/images?q=Nuclear+Power+Plants&svnum=10&um=1&hl=en&rlz=1T4ADBF_enUS220US220
http://images.google.com/imgres?imgurl=http://www.lightandmatter.com/html_books/4em/ch02/figs/nuclear-power-plant.jpg&imgrefurl=http://www.lightandmatter.com/html_books/4em/ch02/ch02.html&h=375&w=500&sz=31&hl=en&start=3&um=1&tbnid=A7G1BMQWTlM_8M:&tbnh=98&tbnw=130&prev=/images?q=Nuclear+Power+Plants&svnum=10&um=1&hl=en&rlz=1T4ADBF_enUS220US220
http://images.google.com/imgres?imgurl=http://www.anr.state.vt.us/Env02/graphics/dams.jpg&imgrefurl=http://www.anr.state.vt.us/Env02/dams.html&h=264&w=200&sz=10&hl=en&start=10&um=1&tbnid=HVNiEHGNXjVT-M:&tbnh=112&tbnw=85&prev=/images?q=Dams&svnum=10&um=1&hl=en&rlz=1T4ADBF_enUS220US220
http://images.google.com/imgres?imgurl=http://content.answers.com/main/content/wp/en/thumb/6/65/300px-Hoover_dam.jpg&imgrefurl=http://www.answers.com/topic/dam&h=200&w=300&sz=13&hl=en&start=50&um=1&tbnid=JLroQ9-4FxUHVM:&tbnh=77&tbnw=116&prev=/images?q=Dams&start=36&ndsp=18&svnum=10&um=1&hl=en&rlz=1T4ADBF_enUS220US220&sa=N
http://images.google.com/imgres?imgurl=http://www.nationaltrust.org/issues/schools/images/benjamin_bosse.jpg&imgrefurl=http://www.nationaltrust.org/issues/schools/&h=346&w=302&sz=75&hl=en&start=1&um=1&tbnid=Qq1h_KBDv4I_kM:&tbnh=120&tbnw=105&prev=/images?q=Schools&svnum=10&um=1&hl=en&rlz=1T4ADBF_enUS220US220
http://images.google.com/imgres?imgurl=http://oba.ohio.gov/images/bigdisalle.jpg&imgrefurl=http://oba.ohio.gov/html/disalle.htm&h=746&w=475&sz=52&hl=en&start=12&um=1&tbnid=XjdWyew6BVDilM:&tbnh=141&tbnw=90&prev=/images?q=government+building&svnum=10&um=1&hl=en&rlz=1T4ADBF_enUS220US220
http://images.google.com/imgres?imgurl=http://www.rensco.com/images/publichealth.jpg&imgrefurl=http://www.rensco.com/services_publichealth.asp&h=300&w=350&sz=24&hl=en&start=81&um=1&tbnid=8QW63bH8-R4AOM:&tbnh=103&tbnw=120&prev=/images?q=public+health&start=72&ndsp=18&svnum=10&um=1&hl=en&rlz=1T4ADBF_enUS220US220&sa=N
http://images.google.com/imgres?imgurl=http://mail.chemicosystems.com/myweb/Chemicals.jpg&imgrefurl=http://mail.chemicosystems.com/myweb/&h=301&w=499&sz=33&hl=en&start=2&um=1&tbnid=xvsJz8NZy-fEiM:&tbnh=78&tbnw=130&prev=/images?q=chemicals&svnum=10&um=1&hl=en&rlz=1T4ADBF_enUS220US220
http://images.google.com/imgres?imgurl=http://jced.jocogov.org/images/hhw/hhw_househazmat.jpg&imgrefurl=http://jced.jocogov.org/hazardous_materials/Household/householdhazmaterials.htm&h=298&w=331&sz=48&hl=en&start=9&um=1&tbnid=ywX3hjRWB7IMZM:&tbnh=107&tbnw=119&prev=/images?q=hazardous+materials&svnum=10&um=1&hl=en&rlz=1T4ADBF_enUS220US220
http://images.google.com/imgres?imgurl=http://www.bis.doc.gov/Images/plane5.jpg&imgrefurl=http://www.bis.doc.gov/DefenseIndustrialBasePrograms/index.htm&h=184&w=250&sz=10&hl=en&start=6&um=1&tbnid=0Nj6hM7grwVIuM:&tbnh=82&tbnw=111&prev=/images?q=defense+base+industry&svnum=10&um=1&hl=en&rlz=1T4ADBF_enUS220US220
http://images.google.com/imgres?imgurl=http://www.warnewsradio.org/images/Military base photo.jpg&imgrefurl=http://warnewsradio.org/2005/10/13/law-and-order/&h=256&w=384&sz=29&hl=en&start=3&um=1&tbnid=XJQe4KBKDE3tcM:&tbnh=82&tbnw=123&prev=/images?q=military+base&svnum=10&um=1&hl=en&rlz=1T4ADBF_enUS220US220
http://images.google.com/imgres?imgurl=http://www.adem.state.ar.us/images/Hazmat-instructor no background.gif&imgrefurl=http://www.adem.state.ar.us/documents/Training/hazmatregform.htm&h=310&w=319&sz=28&hl=en&start=9&um=1&tbnid=1HI8doQ20YG-sM:&tbnh=115&tbnw=118&prev=/images?q=hazmat&svnum=10&um=1&hl=en&rlz=1T4ADBF_enUS220US220
http://images.google.com/imgres?imgurl=http://www.chinadaily.com.cn/english/doc/2005-01/07/xin_320102070809500104173.jpg&imgrefurl=http://www.chinadaily.com.cn/english/doc/2005-01/07/content_406713.htm&h=229&w=340&sz=14&hl=en&start=3&um=1&tbnid=Z45EiLc_9XBiSM:&tbnh=80&tbnw=119&prev=/images?q=military+tanks&svnum=10&um=1&hl=en&rlz=1T4ADBF_enUS220US220
http://images.google.com/imgres?imgurl=http://flahec.org/hlthcareers/Images/PUBLIC.JPG&imgrefurl=http://flahec.org/hlthcareers/PUBLIC.HTM&h=527&w=400&sz=20&hl=en&start=68&um=1&tbnid=EpwifJ7ejY4gsM:&tbnh=132&tbnw=100&prev=/images?q=public+health&start=54&ndsp=18&svnum=10&um=1&hl=en&rlz=1T4ADBF_enUS220US220&sa=N
http://images.google.com/imgres?imgurl=http://www.waterencyclopedia.com/images/wsci_01_img0130.jpg&imgrefurl=http://www.waterencyclopedia.com/Da-En/Dams.html&h=224&w=336&sz=17&hl=en&start=1&um=1&tbnid=BnDyKJXip4LFOM:&tbnh=79&tbnw=119&prev=/images?q=Dams&svnum=10&um=1&hl=en&rlz=1T4ADBF_enUS220US220
http://images.google.com/imgres?imgurl=http://www.expressnews.ualberta.ca/images/7416.001.jpg&imgrefurl=http://www.expressnews.ualberta.ca/article.cfm?id=7416&h=381&w=381&sz=44&hl=en&start=52&um=1&tbnid=MBC6dgqyjd0OCM:&tbnh=123&tbnw=123&prev=/images?q=public+health&start=36&ndsp=18&svnum=10&um=1&hl=en&rlz=1T4ADBF_enUS220US220&sa=N
http://images.google.com/imgres?imgurl=http://www.ilovelanguages.com/Wallpaper/papers/loc1.jpg&imgrefurl=http://june29.com/Wallpaper/page-9.html&h=768&w=1024&sz=113&hl=en&start=4&um=1&tbnid=Lh9WXBbjgkfv5M:&tbnh=113&tbnw=150&prev=/images?q=government+building&svnum=10&um=1&hl=en&rlz=1T4ADBF_enUS220US220
http://images.google.com/imgres?imgurl=http://www.mercydesmoines.org/images/School-of-EMS.jpg&imgrefurl=http://www.mercydesmoines.org/services/emergencyAndTraumaServices.asp&h=301&w=300&sz=26&hl=en&start=53&um=1&tbnid=qXcreBtAxAxeQM:&tbnh=116&tbnw=116&prev=/images?q=Emergency+Services&start=36&ndsp=18&svnum=10&um=1&hl=en&rlz=1T4ADBF_enUS220US220&sa=N
http://images.google.com/imgres?imgurl=http://thomas-tank-engine.com/train/images/MD-mailbox.jpg&imgrefurl=http://thomas-tank-engine.com/train/three-year-toys-c-130.html&h=300&w=300&sz=11&hl=en&start=2&um=1&tbnid=IzqCmKk06zTgoM:&tbnh=116&tbnw=116&prev=/images?q=mail+box&svnum=10&um=1&hl=en&rlz=1T4ADBF_enUS220US220


Recent Terrorism Events 

Denver/ NYC Plot (Zazi Case) 

– Target: NYC subway system during rush hour 

– Intended Date:  September 2009 

Northwest Airlines Flight 243 

– Target:  Aircraft while flying over Detroit 

– Intended Date: Christmas Day 2009 

Times Square  

– Target:  New York City 

– Intended Date: May 2010 

 



Recent Terrorism Events  

Yemen Parcel Bomb Plot 

– Target:  Chicago religious institutions   

– Intended Date: October 2010 

Washington D.C. Subway Plot 

– Target:  Metro Rail Stations in Arlington, VA 

– Intended Date: 2011, Arrested October 2010 

Christmas Tree Lighting Ceremony 

– Target:  Tree lighting in Portland, Oregon 

– Intended Date: November 2010 

 

 



Recent Terrorism Events  

Spokane, Washington 

– Target:  Martin Luther King Parade Route 

– Intended Date: January 2011 

Texas Plot 

– Target:  Power Dams and Nuclear Power Plant (in 

California and Colorado), and residence of former 

President George W. Bush 

– Intended Date: Unknown, Arrested February 2011 

 



 

Educate community members, businesses and organizations 
how to keep themselves safe from potential criminal and 
terrorist activity 
 

Promote the recognition and reporting of potential terrorist 
related activity to the New York State Terrorism Tips Hotline 
 

Remind citizens that the threat of terrorism is ongoing, and 
continued vigilance is essential 

 

 

 

Safeguard New York 

Is designed to… 



Safeguard New York 
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Backpacks, containers, or other suspicious objects left on or 

near the bridge (e.g., testing of security response).  

Unusual odors, and/or hazardous or potentially hazardous 

materials, such as chemicals or explosive materials, left on or 

near a bridge.  

Vehicles, watercraft, or aircraft, remaining near mass transit 

routes/ terminals for extended periods of time.  They may be 

displaying inappropriate or lacking proper identification tags or 

markings (such as missing license plates). 

Vehicle operators who appear to be under stress or under the 

control of other persons. 

I&W Bridges 



Suspicious behavior by an individual wearing bulky clothing 

that appears inappropriate. May be compounded by the 

subject being alone or while acting excessively nervous 

and/or perspiring.  

Loitering near or tampering with critical bridge components or 

controls (e.g., gears and other moving parts, electrical lines, 

lighting, cameras, access control, and other security 

systems).   

Tampering with services in close proximity to, or shared with, 

a bridge: such as railways, natural gas and pipelines, 

waterlines, major power or communications lines, or other 

utilities.   

Individual(s) videotaping, photographing or sketching the 

bridge for no apparent reason. 

I&W Bridges 



Individual(s) unable to display proper identification, or 

produce identification which appears to be altered or 

fraudulent.  This includes unknown service/delivery 

personnel or contractors.     

Individual(s) who present apparently valid bridge authority 

agency credentials but do not have a corresponding level of 

bridge knowledge or experience. 

Attempts to gain information regarding the security of 

bridge, staffing, operational procedures, or information 

regarding the movement of certain materials and/or 

shipments across or under a bridge.   

I&W Bridges 



I&W Bridges 

Specific inquiries as to dimensions, architecture, 

construction composition, structural capabilities of a bridge, 

or frequency of maintenance, which appear to be beyond 

normal curiosity.   

Theft or loss of bridge worker’s identification badges, 

uniforms, access cards/keys, communications equipment, 

and/or operations manual(s).   

Anything that appears unusual or does not fit the pattern of 

lawful, normal activity at the bridge.  



Individual(s) found loitering in areas where there is easy 

access to electrical transmission and distribution stations, 

sub-stations or relay points of the power grid. 

Individual(s) found in areas restricted to only site staff and not 

open to the general public. 

Loss or theft of any entry keys or badges that could allow 

access to the premises. 

Individual(s) videotaping, photographing or sketching the 

premises for no apparent reason. 

I&W Power Grids 



I&W Power Grids 

Suspicious vehicles parked in proximity to your facilities. 

The loss or theft of equipment that may be utilized to 

sabotage or destroy the power grid. 

Inquiries regarding the frequency of maintenance, time of 

security checks and security patrols, etc.   

Inquiries surrounding security precautions about electrical 

transmission and distribution stations, sub-stations or relay 

points of the power grid as well as the number of security 

professional who guard the premises. 



SAFEGUARD NEW YORK 

How you can help… 

IF YOU OBSERVE 

SUSPICIOUS ACTIVITY 

 
•DO NOT take direct action. 

•DO NOT confront the 

individual. 
•DO NOT reveal your 

suspicions. 
•DO record as many details as 

possible. 
•DO notify appropriate 

authorities as soon as possible 

DESCRIBING 

SUSPICIOUS 

BEHAVIOR 

 
•WHO did you observe? 

•WHAT did you see?  Be 

specific. 
•WHERE did you see it? 

•WHEN did you see it? 

•WHY is it suspicious? 



Safeguard New York  

NYS Terrorism Tips Line 

Report potential terrorist activities to the NYS Terrorism Tips Hotline 

 

1-866-SAFE-NYS 

(1-866-723-3697) 
 

All calls are toll free and will remain strictly confidential 
 

To report emergencies or crime in progress dial 911 

 

“If you see something, say something!” 

 



Questions? 

WWW.DHSES.NY.GOV 
 


